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Eduroam in Bangladesh
Hotspots University/Institute Date of Deployment Number of Access Points

1 BdREN July, 2017 5

2 SBAU August, 2017 12

3 SUST September, 2017 100

4 BUET November, 2019 273

5 IUB November, 2018 80

6 SAU January, 2019 43

7 MBSTU April, 2019 119

8 JUST July, 2019 149

9 PSTU August, 2019 245

10 PUST September, 2019 117

11 DUET September, 2019 146

12 BRUR September, 2019 200

13 KUET November, 2019 329

14 IU November, 2019 26

15 BSMRAU December, 2019 60

16 IUT November, 2019 8

Total 1912
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 Total Hotspots: 15

 Total Access Points: 1904



Upstream Connectivity - Netherland

/etc/radsecproxy.conf
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Upstream Connectivity - Denmark
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Eduroam Coverage in Asia
https://www.eduroam.org/where/

Other than very few countries 

like Afghanistan, Bhutan, 

Cambodia, Myanmar and Laos 

almost all other countries in 

Asia has established Eduroam

in their country.

All Partnering countries in 

fDLuDCf has established 

eduroam service out of total 

101 countries

Bhutan is included as one of 

the 18 countries who are under 

Pilot project



Partnering Country Statistics (Monitoring)
https://monitor.eduroam.org/map_service_loc.php

Bangladesh and Nepal are still not there



Concerns?

https://www.eduroam.org/eduroam-security/

https://www.eduroam.org/configuration-assistant-tool-cat/

Is Eduroam secured? Yes………….

If and only if, the user cares enough that he wants to get connected to his own IdP

https://www.eduroam.org/eduroam-security/


802.1x Authentication (PEAP/TTLS)
• Framework 802.1x:

– Radius with tunneled EAP (TTLS, PEAP)

Outer Tunnel

Outer Tunnel

Inner Tunnel



MSCHAPv2.0



Security of MSCHAPv2.0



Flow of Authentication
EAP-TLS-MSCHAPv2

Supplicant Radius Server

Authentication Server Certificate

Supplicant Certificate

Authentication Server Certificate

Supplicant  Username, Password Hash

Exchange of Information and Creation of Outer Tunnel

MSCHAP Challenge

Authenticator

EAP Request-ID

EAP Response ID Radius Request ID

EAP-TLS Start

Client Hello

Radius Server’s 

Public Key Supplicant’s 

Public Key

Radius Server’s 

Public Key



Flow of Authentication
EAP-PEAP-MSCHAP

Supplicant Radius Server

Authentication Server Certificate

Supplicant  Fake Certificate

Authentication Server Certificate

Supplicant  Username, Password Hash

Exchange of Information and Creation of Outer Tunnel

MSCHAP Challenge

Authenticator

EAP Request-ID

EAP Response ID Radius Request ID

EAP-TLS Start

Client Hello

Radius Server’s 

Public Key
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Security Breach?
No Breach

EAP/TLS or PEAP/TTLS
Security Breached (PEAP/TTLS)

Rouge Path

Password Secrecy is at stake 

using EAP/TTLS

Corporate Access Point

Corporate Radius Server

Rouge Access Point

Rouge Radius Server

Corporate Radius Server



Will supplicants get Warnings?

Windows 10 Windows Phone 8.1

Apple Mac



Will supplicants give Warning?

Kindle

Android

Apple Mac Book

Continued

No warnings of Rouge Server for Kindle, Android and Apple Mac Book



MSCHAPv2 Responses
Received by Rouge Radius Server

https://www.youtube.com/watch?v=50fO3j4NgyQ by Herman Robers

https://www.youtube.com/watch?v=50fO3j4NgyQ


How to make it secured: EAP-TLS

• Option: 1

• Use EAP-TLS rather using EAP-TTLS

Problems of using EAP-TLS

 Management Challenge

 Issuance of Individual Certificates

 Revoking of Individual Certificates

 Difficult to make it scalable

 Not that popular in Eduroam industry

Source: https://monitor.eduroam.org/mon_direct.php



How to make it secured: EAP-TTLS

Role of CAT!!!!!!

• Options: 2

• Follow the Trusted Rules 

• Applicable for Windows and iOS

• Disaster for Android, Kindle

• May be difficult for the user to configure

Windows 7



Availability of CAT
https://cat.eduroam.org

Under Asi@Connect

 CAT Available: 7

 No Eduroam Availability: 6

 CAT Not Available: 11

Among fDLuDCf partners

 Only Sri Lanka and Philippines have 

CAT services

 Bangladesh, Thailand, Nepal don’t have 

CAT Services

 Bhutan is still under a Pilot Project

https://cat.eduroam.org/


Availability of exclusive eduroam webpage

Under Asi@Connect

 Webpage Available: 12

 Webpage not Available: 12

Among fDLuDCf partners

 Only Thailand has exclusive eduroam

webpage

 Bangladesh, Nepal, Philippines and Sri 

Lanka don’t have exclusive Webpage

 Bhutan is still under a Pilot Project



Roadmap for BdREN

 Increased Coverage

 More Universities, Medical Colleges and Research Institutes

 Government Organizations

 ISP Hotspots

 Libraries, museums, air-ports, hotels and coffee-shops

 Usage:

 Authentication Statistics

 Visibility:

 Make the IdPs, SPs and Hotspots available in Eduroam Monitor portal

 Make eduroam hotspots available in Eduroam Companion Tools

[Source: https://www.eduroam.org/eduroam-companion-app/]



Roadmap for BdREN

 Visibility Issue:

 Ensure Presence in 

EduRoam Map 

(https://monitor.eduroam.org/

map_service_loc.php)

Continued

https://monitor.eduroam.org/map_service_loc.php


Roadmap for BdREN

 59 countries are there 

out of 100

 Monitoring

 Radius Server 

Monitoring

 Infrastructure 

Monitoring

 Status Monitoring

https://monitor.eduroam.org/index.php

Continued



Roadmap for BdREN
 59 countries are there out of 100

 Statistics

 Statistics per country

 Global Table

 Status Monitoring

Source: https://monitor.eduroam.org/f_ticks_matrix.php?gtype=matrix&country=all&obid=all&gtime=2019-12-

01%2000:00:00::2019-12-14%2023:59:00

Continued



What next?

• Arrange awareness development as well as advisory 

session for participating countries and other NROs for 

providing guideline about getting incorporated to 

Configuration Automation and Monitoring Tools and 

utilities



Can commercial ISPs do it?

• Challenges:

– Routing Radius Request:

• Need an hierarchy same as NRENs

– IRS  NRS  TLR  eTLR

• Also can be accomplished by dynamic resolution of RADIUS service 

from Domain Name Server using SRV record resolution

– Billing:

• Not an NREN concern as NRENs are non-profit organizations

• A real challenge for ISPs as they need to charge the subscribers
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Library B

University A

Identity Federation?

Student Admin

Web-Mail

E-learning

AA

AA

AA

I

D

P

E-JournalsAA

Research DB

E-learning

AA

AA

I

D

P

A

A Administration & Authentication A Authorization Resources

Without Identity FederationWith Identity Federation



Eduroam Identity Federation

Authentication is done by Home Server Authentication is done by Home Server

Authentication done using 802.1x Authentication done using SAML

Defined parameters can not be exchanged Defined parameters are exchanged

Credentials Routed by Realm Credentials sent using WAYF

Eduroam vs Identity Federation

Is Eduroam synonymous to Federated Identity?

Answer is: Yes and No

Eduroam is actually a single service Federation



Identity Federation – BdREN Status

• No Federation as of now

• Planning to start

– HEFED (Higher Education Federation)

• Services Planned

– Digital Library as a Service (DLaaS)

– Certificate Management as a Service (CMaaS) 

– Video Conferencing as a Service (VCaaS) 



Digital Library, At the moment 

Attempt to access E-Resources

E-Resources are allowed

User
Publisher

Location 

Verified

Credentials 

Verified

Problem with present connectivity:

 Access is allowed only if requested using Valid Source IP Address

 Access beyond campus is normally prohibited

 No single Sign-on is there

 User Administration is a challenge



Digital Library, Federated Access 

Institution Credential

Redirect to Institutional IdPValidate User Credentials

Credentials

Send Cookies to Browser
Access Granted

Validate Institution (WAYF)

Attempt to access E-Resources

E-Resources are allowed as per defined privileges

User Identity Provider Publisher

Access 

Privileges 

Defined



Digital Certificate, Federated Access 

Institution Credential

Redirect to Institution IdPValidate User Credentials

Credentials [Registrar]

Send Cookies to Browser
Access Granted [as Registrar]

Validate Institution (WAYF)

Access to Certificate Issuance Application

Certificate Issuance is allowed as per defined privilege for Registrar

User Identity Provider Publisher

Certificate 

Issuance 

Privileges 

Defined



Roadmap for BdREN, Federated Identity

Creation of Federation

Creation of Services

Creating Awareness




